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MEDIA ADVISORY
Cyber alert: Watch out for suspicious email and text messages

(AUSTIN, Texas —June 17, 2021) Some Texans have received emails and texts claiming to come from the Texas
Department of Motor Vehicles (TxDMV). These messages are not from TxDMV. They are sent by cybercriminals
attempting to gain access to your private information or to deliver harmful files to your computer. Do not click any links
provided in a suspicious email or text message.

We cannot stress enough that TxDMV will never reach out directly via email or text requesting any personal information.

Examples of suspicious text messages:
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Example of suspicious email:

----- Forwarded Message -----

From: info@txdmv org <info@txdmv.org>

To: I

Sent: Friday, June 11, 2021, 07:49:08 AM MDT
Subject: Validate Your Profile

Welcome to the Texas Department of Motor Vehicles (TxDMV.) webDEALER | eTag System

The webDEALER|eTAG system is designed to make processing dealer tags fast and easy for dealerships, please note that you are
required to provide addtional information in order to continue to make use of the webDEALER | €TAG system.

To access your account, please click on the link below to validate your profile.

Validate Your Profile

*Note: If you need immediate assistance with a new or renewal license or have other immediate licensing issues, please send an
email to info@txdmv.org.
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If you receive a suspicious text message:

e Do not click on any links.

e Do not reply.

e Block the sender on your phone.

o Delete the text message.

e Report the text message to your cell carrier.

If you receive a suspicious email:

e Do not click on any links or open attachments.
e Hover over the link with your mouse to see if it points to a legitimate address.
e Do not reply.

If an email or text message appearing to come from TxDMV seems out of the ordinary or too good to be true, please use
good judgment. Contact TxDMV directly if any message seems suspicious.

As always, be safe, be vigilant and exercise caution in your day-to-day communication needs via email or text.

The Texas Department of Motor Vehicles registers and titles motor vehicles, licenses motor vehicle dealers, credentials
motor carriers, issues oversize/overweight permits, investigates complaints against dealers and motor carriers, and
awards grants to law enforcement agencies to reduce vehicle burglaries and thefts. Learn more at www.TxDMV.gov.
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